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This is the first in a series of booklets the 4IR APPG 
will publish to raise awareness of how emerging and 
enabling technologies are transforming various sectors 
of the economy, from financial services to energy and 
manufacturing. They will draw on a range of perspectives 
from across industry and Parliament, including issues 
raised at our regular cross-party events, to promote 
engagement with the Fourth Industrial Revolution.  

In this edition we look at the impact of technologies  
like artificial intelligence, the internet of things, and data 
analytics, on the financial and professional services sector. 
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Foreword 
The Fourth Industrial Revolution (4IR) is rapidly 
transforming the financial and professional 
services sector.

As networked digital systems become increasingly 
capable, harnessing cloud computing, vast 
amounts of data, and powerful AI tools, there is 
enormous potential for businesses to be more 
efficient and more productive. 

Indeed, the Governor of the Bank of England 
recently argued that data is now the key 
competitive advantage for businesses, and “just 
as the steam engine transformed manufacturing, 
AI and cloud-based technologies are transforming 
services,” resulting in a “new finance for a new 
economy.”1 If Britain is to remain a leader in this 
area,  then policymakers must engage with the 
challenges and opportunities presented by the 4IR. 

This new age of data-driven finance gives both 
innovative incumbents and disruptive start-ups 
the ability to empower consumers with faster and 
more personalised financial services. New open 
banking regulations – pioneered here in the UK 
– have catalysed a wave of innovative apps and 
digital services that give consumers the tools to 
get more value from their financial data. 

Customers expect transactions to be immediate, 
secure, and convenient, but the scale of the 
cybercrime challenge facing banks and payment 
service providers is enormous. Combating fraud 
and money-laundering is increasingly expensive 
and sophisticated, requiring technologies like AI 
and biometrics to provide the secure and reliable 
financial services that are the bedrock of a 
digital economy. 

If the UK is to take full advantage of the 
opportunities of the 4IR, then government and 
industry must work together to ensure we have 
the skills, standards and infrastructure to do so. 

There is a clear need for policymakers to work 
with businesses and educational institutions to 
develop a long-term strategy for skills. As the 
Lord Mayor of the City of London makes clear 
on page 8, a greater focus on digital skills is 
essential if businesses and consumers are to 
make the most of FinTech. 

More generally, we must ensure young people 
– and the existing workforce – develop a strong 
foundation of transferrable skills. Workers will 
need to be flexible and committed to lifelong 
learning so they can transition to new roles as 
technology displaces them from some tasks and 
companies ask them to add value in other ways. 

Policymakers have a responsibility to ensure 
that Britain leads this technological revolution in 
financial services and embraces the opportunities 
it will bring to boost economic growth, improve 
productivity, and empower individuals with new 
tools and more control over their data. 

However, we must do this in a way that is secure, 
reliable, resilient, and inclusive. We should take 
an active role in understanding the challenges 
and opportunities of the FinTech revolution, and 
work with regulators and businesses to ensure 
Britain continues to have the most innovative 
financial services sector in the world.

Alan Mak MP
Founder and Chairman of the All-Party 
Parliamentary Group on the Fourth  
Industrial Revolution 

1 Carney, M. “Enable, empower, ensure: a new finance for the new economy”. Speech by Mark Carney 
delivered at the Mansion House Bankers’ and Merchants’ Dinner. 20 June 2019, London.  

2 Carney, M. “Enable, empower, ensure: a new finance for the new economy”. Speech by Mark Carney delivered at the Mansion House Bankers’ and Merchants’ Dinner. 20 June 2019, London.   
3  McKinsey and Company quoted in van Steenis, H “The future of finance” report prepared for the Bank of England – published 20 June 2019. 

Introduction 
Financial services sit at the heart of the modern 
economy, and just as the digital revolution is 
changing how we work, it’s also transforming how 
we spend, save, borrow and invest our money. 

As the world becomes more connected by 
digital networks and commerce is increasingly 
conducted online, emerging technologies 
like artificial intelligence, cloud-based data 
services and the internet of things are fostering 
competition – resulting in new products and 
services for consumers. 

From digital challengers like Starling Bank and 
Monzo to the wave of third-party apps providing 
new services to people who want to track their 
savings, investments and spending, the consumer 
experience of banking is changing rapidly. 
Traditional banks are responding by embracing 
open banking and integrating similar features into 
their services. 

This change in the retail banking market has the 
potential to empower consumers by giving them 
the tools they need to extract more value from 
their own financial data – and it was public policy 
initiatives like open banking that created the right 
conditions for entrepreneurs and technologists to 
accelerate that change. 

There is also huge potential for these 
technologies to boost efficiency and lower 
costs for innovative firms. Harnessing artificial 
intelligence and cloud-based analytics could help 
banks save on the £2bn-£4.5bn per year they 
spend on regulatory compliance.3

The Bank of England has announced a review into 
how it can work with banks, insurers and other 
financial firms to transform the UK’s regulatory 
system – making better use of data to reduce the 
burden on industry and make regulation faster 
and more effective. 

“The City of London has maintained its pre-eminence by innovating. This was 
as true in the First Industrial Revolution when finance oiled the pistons of the 
steam engines, as it is today at the dawn of the Fourth Industrial Revolution.”2 
Mark Carney, Governor of the Bank of England
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Policymakers, industry leaders and consumers 
should be positive about the opportunities 
the Fourth Industrial Revolution is bringing to 
finance, but they must also engage pro-actively 
with the challenges of an increasingly digital 
financial sector. 

There is a growing risk from cybercrime which is 
driving up the cost of fraud and related insurance. 
More importantly, if consumers lose faith in the 
security and reliability of digital payments it will 
slow adoption of FinTech and weaken our ability to 
take full advantage of the opportunities of the 4IR. 

As with all sectors where digital transformation 
is occurring, policymakers and the private sector 
need to invest more attention and resources 
into mitigating cybersecurity risks and improving 
resilience. 

There also remain numerous legal, ethical and 
cultural barriers to widespread adoption of 
emerging technologies like AI. The financial 
services industry, both large incumbents and 
disruptive SMEs, will need to work closely with 
regulators and government to ensure Britain 
continues to be a welcoming environment for 
FinTech innovation so that the public can be 
confident in the security and reliability of new 
digital services. 

For AI to retain public trust, and for digital 
financial services more generally to flourish, 
serious attention must be given to issues like bias 
in data and algorithms, and the resilience of our 
network infrastructure. 

Policymakers in Government and Parliament 
will have a key role to play in establishing the 
conditions in which talented entrepreneurs, 
business leaders and technologists can continue 
to grow successful FinTech firms – ensuring 
Britain continues to lead the world in the Fourth 
Industrial Revolution. 

Just as the industry gets to grips with 
the demand for financial services via 
smartphone, digital technology is 
pushing the boundaries of how we 
define currency. Bitcoin, the most 
widely known cryptocurrency (based 
on blockchain – a distributed ledger 
technology), has triggered a new wave  
of innovation in financial services. 

The Libra currency, launched by 
Facebook in 2019 and backed by an 
association of dozens of tech and 
finance companies, aims to be the 
world’s global digital currency. It would 
operate independent of any one national 
government and be backed by a reserve 
of real-world assets. 

The Government, parliamentarians, 
regulators and industry will need to work 
together to ensure Britain can harness 
the benefits of these technologies while 
mitigating the risks. 

As many of the contributors to this edition have 
noted, there is a widely recognised lack of digital 
skills in the UK. This is a barrier to the growth of 
FinTech firms, with 58% of respondents to the 
2017 FinTech Census citing “difficulty in attracting 
qualified or suitable talent” as one of the greatest 
challenges facing their business.5 A lack of digital 
skills in the general population also slows the 
wider adoption of FinTech services. 

This skills gap was recognised in the Government’s 
2018 FinTech Sector Strategy6, and the Chancellor 
announced a Financial Services Skills Taskforce, 
chaired by Mark Hoban and convened by 
TheCityUK, in his 2018 Mansion House speech. 

The interim report, published in June 2019, 
argued that the Fourth Industrial Revolution is a 
“megatrend” transforming financial services, and 
that the sector is at risk of being left behind in the 
competition for skilled digital talent – particularly 
as it has the third lowest training spend per 
employee of any sector.7

The Fourth Industrial Revolution is rapidly 
changing the skillsets needed by the financial 
services industry and transforming the tasks 
performed by employees. If Britain is to continue 
to lead the world in FinTech we must ensure 
policymakers and industry are working together to 
invest in education and skills training.  

“The digital revolution, artificial intelligence, and automation will radically 
change the nature of work in this sector […] we will need to ensure that –  
in addition to access to international talent - the UK has a long-term pipeline 
of domestic skills to meet this transformation. To harness the brightest young 
minds of today to meet the needs of the financial sector of the future.”4 
Chancellor of the Exchequer, The Rt Hon Philip Hammond MP

4 Hammond, P. “Mansion House 2018”. Speech by the Chancellor of the Exchequer delivered 21 June 2018. 
5 Ernst & Young LLP & Innovate Finance “UK FinTech Census 2017” Commissioned by HM Treasury, Published in the UK by Ernst & Young LLP 
6 HM Treasury, “Fintech Sector Strategy: Securing the Future of UK Fintech”, published March 2018, p. 9 
7 TheCityUK “Financial Services Skills Taskforce – Interim Report”, published June 2019 and available online here: https://www.thecityuk.com/research/financial-services-skills-taskforce-interim-report/ 

6 7



The City of London Corporation’s ambition 
around digital skills is clear.  We want  people and 
businesses, across the City, London and beyond, to 
have the skills and resources to take full advantage 
of digital technologies and innovations to help 
themselves and their economies thrive. This means 
that we must invest in activities and interventions 
that improve digital skills and promote good 
practice, whilst also driving digital productivity and 
competitiveness, which is why we are:

•  Convening stakeholders to define the digital 
skills requirement for society and the economy, 
including ethical considerations, and how these 
will be met.

•  Supporting businesses, including start-
ups, SMEs and entrepreneurs in the City to 
manage the impact of digital changes on their 
organisations and staff.

A key enabler of this work will be to collaborate 
with others – especially the education and 
business sectors, where some excellent initiatives 
exist – to understand how to ensure the UK has 
the talent it needs to support current and future 
economies. This means that we are:

•  Exploring ways to address existing and 
emerging skills gaps that businesses have 
identified, e.g. cyber security.

•  Preparing our learners for the jobs of the future.

•  Offering meaningful work experience that 
relates to the digital world of work.

•  Inspiring under-represented groups to pursue 
technology and digital roles.

However, we are clear that digital skills and 
digital transformation must include everyone. 
To this end, it is essential that we support all 
communities to:

•  Use digital skills to address barriers and gaps 
to access and participation.

•  Improve cyber, digital and financial inclusion 
and safety.

London has established and maintained its 
status as a global hub for digital innovation, 
and through organisations like Tech Nation and 
Tech London Advocates, its digital expertise is 
increasingly mirrored across the UK and beyond. 
However, we must continue to find new ways to 
unlock our creative and competitive edge. 

This can only be achieved by working with 
individuals and communities – across business, 
education and civil society – to progress at 
speed to prepare people for jobs now and in the 
future, filling any skills gaps or shortages that 
are identified, and ensuring that no one is left 
behind digitally.  

The Fourth Industrial 
Revolution – what now?

“We understand and experience first-hand the 
significance of the Fourth Industrial Revolution: 
particularly within the financial and professional 
services sector in the City, through innovations 
in FinTech, green finance, cyber-crime and more.”  

“The Fourth Industrial Revolution 
provides us all with both opportunities 
and challenges. The time to act and 
build upon these is now, not later.”

Digital encourages us to think without boundaries 
or limits: empowering us to re-think the art of the 
possible for individuals, communities, places and 
the economy.  Put simply, digital is at the heart of 
all current and future growth and competitiveness.

The City of London Corporation is the governing 
body of the Square Mile dedicated to a vibrant and 
thriving City, supporting a diverse and sustainable 
London and a globally successful UK. 

 
Whilst there is much to be positive about on 
the UK’s digital journey, there are issues and 
challenges that require us to act now. Globally, 
billions of dollars are invested in developing 
digital literacy and digital skills. 

However, these efforts are not well-coordinated, 
and further hindered by the lack of global 
consensus on what terms like digital skills and 
digital literacy even mean. There is no shared 
baseline understanding of the level of digital 
skills in the world today, and as such it is difficult 
to address how to improve and sustain them, let 
alone measure them. 

In the UK there is universal recognition of 
the need to deepen the understanding and 
availability of digital skills to ensure the UK 
population are equipped to benefit from the 
‘Fourth Industrial Revolution’.

We need to therefore move much more efficiently 
towards a framework that sets out the need for 
these skills, clearly defines them, and then guides 
people to where they can go to develop them.

Driven by a passion to address the digital skills 
crisis in the UK, the Lord Mayor of the City of 
London has created a UK Coalition for Digital 
Intelligence (UK C4DI), which brings together 
and harnesses expertise from partners across 
business and the voluntary sector to address the 
digital skills gap and motivate the UK population 
to boost their digital skills.

This coalition has been inspired by the work 
of the international CDI organisation, which is 
an international multi-stakeholder community 
sponsored by the WEF, and led by the OECD, IEEE 
and the DQ Institute. Various work has already 
been undertaken by the Lord Mayor to scope the 
digital skills landscape and map provision and it 
has become abundantly clear the enormity of the 
task ahead. 

The UK C4DI is a call to action, to 
motivate the UK, whether that be 
people or businesses, to boost 
their digital skills to thrive in the 
digital age.

Alderman Peter Estlin The Rt Hon the Lord Mayor / Catherine McGuinness Chair, Policy and Resources
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While many are fearful this will lead to entire 
industries becoming obsolete, it is important to 
focus on the great opportunity.  

As a starting point we must look at the skills 
that will be most needed for technological 
advancement. We are already seeing occupations 
with the least transferable skills, like wholesale 
and retail trade jobs, being most vulnerable to 
technological change. In the future, students will 
need to be equipped with transferable ‘human’ 
skills so they can move into different jobs 
throughout their career. However, we still have a 
long way to go as young people are, for the most 
part, inadequately prepared: 93% of business 
leaders believe that critical thinking skills are 
lacking, which will one of the most important 
attributes for future jobs in the UK. 

Of course, the professional and financial services 
industry is not exempt from these changes. 
At Deloitte, we are embracing the ability to 
transform certain sectors and have even created 
new jobs as a result. Our Deloitte Digital team 
supports organisations across their digital 
lifecycle, from working to define a bold digital 
strategy to designing and building online and 
mobile platforms. This is achieved by using agile 
methods that move quickly from digital concept 
to digital reality.

We are also working to increase productivity 
amongst our own employees by developing a 
repetitive process software that works with existing 
IT applications to enable transaction processing, 
data manipulation and communication across 
numerous IT systems. This allows us to turn a 
lengthy manual documentation process into a 
procedure that takes a fraction of the time. 

A twenty-day exercise now takes just eight 
hours – allowing people to work on more 
valuable or rewarding activities, creating higher 
morale and increased internal innovation.

Similarly, in our Audit business, new technologies 
are continuing to influence how we audit, and 
the skillsets required. Advanced and bespoke 
analytics allow our audit teams to look for 
unusual trends and anomalies within large sets 
of data.  Cognitive technologies allow us to 
interpret whole populations in new ways and 
focus on items of higher risk or judgement. Such 
advancements enable the auditor to home in on 
areas of interest and apply higher level skills and 
judgement. In addition to core technical skills 
and professional scepticism, skills in data science 
and the ability to critically evaluate analytic 
outputs are becoming more important.

If used correctly, the adoption of technology will 
make employees more effective and happier in 
their jobs. 

Businesses, educators and policy makers must 
work together to ensure young people as well as 
the existing workforce get exposure to different 
working environments and are supported in 
developing a strong foundation of transferable 
skills. For this to be fully successful, workers need 
to be flexible and committed to lifelong learning.

Rapid technological  
advances are fundamentally 
changing how we work

Angus Knowles-Cutler London Senior Partner and Vice Chair, Deloitte

As businesses and policy makers continue to 
identify new ways in which technology can make 
us more productive, employees will have more 
of their time freed up for more meaningful work. 

Policy Considerations
•  We need a new focus from policymakers on the transferable skills that employers and employees  

will require in the future.

•  Policymakers and business need to encourage workers to be flexible and committed to lifelong learning.  

•  Policymakers and businesses should work together to identify areas technology can help us become  
a more productive workforce.
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The UK:  
a leading FinTech  
and innovation centre
The UK is a world leader in FinTech. Its financial services 
industry is transforming itself further to be highly digitised, 
innovative and customer centric. It is a world leader in 
cyber security, using data in a secure and sophisticated way 
alongside new technologies, to drive forward significant 
improvements in the way services are delivered. 

London is a global hub for FinTech because it co-locates 
capital, financial and technology talent, and effective 
regulation. More broadly the UK’s unique financial and 
related professional services ecosystem provides an 
unparalleled opportunity for FinTechs to collaborate and 
work with established financial services providers. 

These factors have enabled the UK to rapidly increase its 
share of the investments in the global FinTech market in 
real terms. The UK is also widely recognised as a leader 
for emerging start-ups of InsureTech and RegTech, among 
others. Yet other markets around the world are also rapidly 
increasing their early stage venture capital investment in 
FinTech, which will create new challenger businesses in 
the future,  so the UK cannot rely on high levels of historic 
investment to ensure competitiveness. 

TheCityUK continued this focus on collaboration through 
a report on the potential of shared FinTech platforms to 
overhaul regulatory functions. It has become clear that in 
many cases the technology already exists, and the barriers 
to adoption are both legal and regulatory. 

TheCityUK is the industry-led body 
representing financial and related 
professional services right across 
the country. In the UK, across Europe 
and globally, TheCityUK promotes 
policies that drive competitiveness, 
support job creation and ensure long-
term economic growth. The industry 
contributes nearly 10% of the UK’s total 
economic output and employs over 
2.3 million people, with two thirds of 
these jobs outside London. It is the 
largest taxpayer, the biggest exporting 
industry and generates a trade surplus 
greater than all other net exporting 
industries combined

Regulation 
 Support the regulator in developing 
the capability to identify upcoming risks and 

challenges within the sphere of Financial 
Services Technology.

 Attract into the regulator the  
skills needed for the UK regulatory 

environment to remain 
a global leader. 

Talent 
Align university teaching and training with 
the challenges and needs of consumers. 

Educate industry on how to embrace  
and welcome FinTech talent. 

Ensure government support is  
targeted towards the skills which  

are needed by industry. 

International 
Capitalise on London’s status as the 

number one FinTech hub in the world 
to export the UK FinTech industry. 

Promote the opportunities  
of the UK FinTech market to  

overseas players. 

Collaboration 
Develop guidance for FinTechs  

on how to approach and establish  
a relationship with incumbents.

Increase transparency and document 
the standards, requirements and 
working practices of incumbents  

as guidance for FinTechs. 

Investment 
Attract international investment into  

UK FinTech by creating and marketing 
a competitive market environment. 

Unlock London’s global capital  
markets to spur FinTech start-ups 

towards growth. 

Action is needed by government, 
regulators and industry:
To ensure the industry maintains and strengthens its  
competitiveness and leading global position TheCityUK  
provides a set of recommendations below: 
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Just a few short years ago ‘FinTech’ was the preserve of tech geeks. Yet since 
then dynamic innovations in this crucial industry have swept through both 
professional services and ordinary consumer life. Globally, the proportion of 
the digitally active population who now use FinTech services has doubled 
since 2015 to 33%. 

 

I was delighted when the Government rightly adopted a target in its  
FinTech Sector Strategy to ensure that the UK remains the best place in the 
world to start-up or scale-up a FinTech. The fact that we are regarded as  
the premier environment for entrepreneurs to flock to is not a coincidence,  
but rather a mixture of the UK’s historic prestige as a global centre for financial 
services and a result of consistent and fastidious policy actions taken by the 
government. The UK has truly led the world in establishing initiatives to put 
the UK on the cutting edge, such as signing ‘FinTech bridge’ agreements with 
other global financial centres, creating a regulatory sandbox and becoming 
the first country in the world to deliver Open Banking.

However, the UK is not immune to some of the issues faced by FinTech 
firms. In the 2018 FinTech Census, Innovate Finance found that 34% of 
FinTech firms had issue with raising equity finance and 49% found that 
getting customers to adopt their services was a key issue.

This is a fast-paced industry and whilst the UK has a headstart, we do not 
have a birthright. We must constantly strive to improve the environment for 
FinTech firms and to set the ‘gold standard’ for protocols and regulation. 
Establishing a regulatory regime for peer-to-peer finance and requiring large 
banks to automatically refer SMEs they decline for finance to alternative 
finance platforms were ground-breaking moments for the alternative finance 
sector, injecting legitimacy and security into the nascent area of FinTech. I 
very much hope that the Government will look to other areas where it can 
lead the world in setting standards, such as crypto-assets.

Adam Afriyie MP Chair, All-Party Parliamentary Group on FinTech 

Adam grew up in South London and attended Addey and Stanhope school in  
New Cross before gaining a BSc in Agricultural Economics from Imperial College (Wye). 
He was first elected as Conservative MP for Windsor in 2005. He was Shadow Minister 
for Science and Innovation from 2007 to 2010 and now chairs the Parliamentary 
Office of Science & Technology (POST) and the Financial Technology APPG. Prior to 
entering Parliament, Adam was a successful entrepreneur in the information services 
and technology sector and has strong international business interests. He is the Prime 
Minister’s Trade Envoy to both Ghana and Guinea.   

www.adamafriyie.org @AdamAfriyie

 

 
 

Our industry-leading approach to cyber security is based on 
the concept of “Cyber Fusion,” a sophisticated framework 
for collecting, analysing and leveraging cyber threat data to 
enhance our detection and response capabilities. In June 
2018, we launched our London-based Cyber Fusion Centre, 
a world-class centre of excellence. Combining talent (our 
team creates the top 1-2% of cybersecurity programmes 
worldwide), intelligence-based automation, and first-class 
technologies, we collect and analyse data in real-time on 
over 8 billion security events each day, giving us deep 24/7 
insight into new threats as they emerge. 

Fighting Fraud
Changes in consumer behaviour and technology 
advancements (like chip and pin, contactless and the growth 
of e-commerce) mean combatting fraud is more important 
than ever. Every transaction across Visa’s network (that’s 
65,000 per second) is analysed in real-time against up to 500 
data elements. Visa relays a risk score to the cardholder’s 
bank, which makes an ‘approve or decline’ decision. Our 
Advanced Authorization system repeats this up to 32,500 
times per second, analysing more than 6 billion pieces 
of data daily. AI-powered complex behavioural analysis 
programmes add an additional layer of security, monitoring 
anonymised data for unusual card activity. 

Payments through mobile wallets or connected devices 
are protected by tokenisation technology, which keeps 
payment details safe by substituting a set of randomly 
generated numbers, meaning card details are never 
exposed by payments in app or in store using a mobile 
device, for example.

We’ve developed Consumer Transaction Controls so 
customers can immediately report fraud, block accounts, 
send spending alerts or limit spending thresholds. 
We’re also moving rapidly toward biometrics and new 
authentication technologies, making it easier for customers 
to pay with digital devices, but harder for fraudsters.   

Cybercrime is a growing threat to the 
payments ecosystem which sits at the 
heart of the digital economy. 

Combatting Cyber Crime FinTech is at the heart of the  
Fourth Industrial Revolution

Visa’s mission is to connect the world through the 
most innovative, reliable and secure payments 
network – enabling individuals, businesses and 
economies to thrive. Everyone has the right to expect 
the digital payment system to be safe and secure, and 
we are working hard to keep it that way. 

For over a decade, Visa has pioneered the use of AI 
technology and data science to reduce fraud and 
enforce cybersecurity. As a result of AI deployment, 
we can now identify and analyse fraud in near 
real-time, using proprietary algorithms that process 
transaction data elements, while reviewing patterns 
of likely fraud for preventing attacks. We have worked 
hard to strike the right balance between privacy and 
vigilance and have placed the customer at the heart 
of everything we do.

No country is closer to the epicentre of this revolution than the UK.

DIGITAL  
WALLET

DATA 
SCIENCE

ARTIFICIAL 
INTELLIGENCE

DIGITAL 
TRANSFORMATION

CLOUD 
COMPUTING
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A digital revolution is happening 
right now at HSBC. 
• We’re developing global digital solutions and investing in 

technologies that will help make banking safer, quicker and more 
convenient for customers. This technological transformation is 
already changing the way in which we do business and interact 
with our customers. Recent examples include: 

•  Using distributed ledger technology (DLT) to settle more than 
three million foreign exchange (FX) transactions and make 
more than 150,000 payments worth $250 billion.

•  Developing an intelligence-led approach to financial crime 
risk management, investing in leveraging our data and using 
advanced analytics to become smarter and faster at identifying 
and providing insight into financial crime. 

• Launching our Connected Money iOS app, allowing customers to 
bring their current accounts as well as some savings accounts, 
mortgages, loans and credit cards, including non-HSBC 
accounts, together in one place.

•  Integrating the use of biometrics, including touch ID, voice ID 
and face ID, to simplify our customer authentication process as 
well as providing increased security. HSBC business customers 
can now access their accounts with just their face.

 
 

HSBC will continue to seek to leverage data analytics and 
AI to make the customer experience personal and relevant. 
While there is a lot of change occurring, we are approaching 
technological innovation in a cautious and responsible 
manner, mindful of customer impact and regulatory and legal 
requirements. A collaborative and dynamic relationship between 
firms, regulators and policy makers will help the sector keep pace 
with market innovation while adequately controlling for the risks.

James Harborne Head of Digital Public Policy, HSBC

Case study – Distributed ledger 
technology   

HSBC has settled more than three million FX 
transactions and made more than 150,000 
payments worth $250 billion using distributed 
ledger technology (DLT). This solution, called 
HSBC FX Everywhere, has been used for the 
past year to orchestrate payments across 
HSBC’s internal balance sheets, creating 
significant efficiencies and opportunities. 

Using a shared permissioned ledger, which 
provides singularity, transparency and 
immutability, it transforms the process 
around intra-company foreign exchange 
activity, automating several manual 
procedures and reducing reliance on external 
settlement networks. Key benefits include: 

• Singularity, transparency and 
immutability: A shared, single version 
of the truth of intra-company trades, from 
execution through to settlement, which 
reduces risk of discrepancy and delay 

• Payments orchestration: Confirmation  
and settlement is automated by matching 
and netting transactions, which reduces 
costs and reliance on external  
settlement networks 

• Balance sheet optimisation:  
A consolidated, global view of forward cash 
flows, and certainty of funds throughout 
the funding cycle, supports greater balance 
sheet optimisation 

Following successful implementation inside 
the bank, we are now exploring how this 
technology could help multinational clients 
- who also have multiple treasury centres 
and cross-border supply chains - better 
manage foreign exchange flows within their 
organisations.

Case study – Connected Money

Our Connected Money iOS app is designed 
to offer our customers the big picture of their 
finances, gain insight into their spending 
and take away the hassle of managing their 
money. It is one of our biggest innovations in 
making banking simpler, better and faster for 
retail customers.

By working with trusted third parties and 
gathering up customers’ balances and 
transaction data, from all their connected 
accounts, the app can offer features including: 

•  Joined-up Banking: Customers can see 
details of their UK current accounts, as well 
as some savings accounts, credit cards, 
mortgages and loans together in one 
place, even if they’re with other providers.

•  Discover: Our spend analysis feature 
shows spending by category, such as travel 
or shopping, and merchant. 

•  Balance After Bills: This calculates how 
much could be left in an HSBC current 
account until pay day once regular bills 
have been considered.

• Savings pots: Customers can set up 
Saving Pots and see at a glance how much 
they have saved for various occasions, 
such as a rainy day or a holiday.

•  Spend alerts: Customers can set budgets 
against different categories and merchants 
that they spend their money on. They can 
track where they are against these budgets 
in the app, as well as be notified if they 
exceed those limits.

From testing this technology with customers, 
we found that it gave them a sense of 
better control and financial confidence. We 
continue to work on additional features to 
further enhance the app.

HSBC and the Fourth Industrial Revolution 

Policy Considerations
• The rapid digital and technological transformation that 

will result from the Fourth Industrial Revolution in our 
view presents several challenges and considerations for 
policymakers, including:

•  Cloud first policy: Cloud computing is one of the keys  
to unlocking a more digital United Kingdom, including  
a more digital, innovative and resilient financial services 
sector. Policy makers in the UK should consider the 
benefit of following the lead of other jurisdictions which 
have a dedicated Cloud policy designed to encourage 
businesses to embrace cloud computing while at the 
same time attempting to tackle some of the hurdles that 
hold firms back.

• Global approach: The global nature of today’s 
technology presents major regulatory challenges 
and requires policymakers to think beyond national 
borders. There is a real and present risk of regulatory 
fragmentation without concerted cooperation and 
coordination across jurisdictions. We are already seeing 
this with respect to data.

• Impact on jobs and skills: As artificial intelligence 
grows more sophisticated; technology is set to become 
even more prominent in almost every sector of industry. 
Many of the roles and job titles of tomorrow are 
unknown to us today. While employers such as HSBC 
have a very important part to play, policy makers should 
consider how core transferable skills can be taught to 
enable tomorrow’s workforce to adapt to an age of high 
frequency change, and to how the existing workforce 
can upskill to meet the growing need for digital and 
technology skills.

The Fourth Industrial Revolution will lead to the 
next step-change in approach, as a result of 
the combination of massive quantities of data, 
vastly improved computing power and more 
advanced Artificial Intelligence (AI) techniques. 
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What will the future of banking look like? 

What now? 
•  Despite the appetite from our consumers to use 

Samsung Pay, unfortunately there are still a handful 
of banks that don’t currently accept Samsung Pay and 
therefore millions of their customers combined are 
unable to access the service they have requested.  
The demand for this service is growing rapidly and 
we are actively encouraging banks to meet our joint 
customer needs.  This is fundamental to delivering 
financial inclusion. 

•  The government launched its online payments 
platform GOV.UK Pay for services with credit and 
debit cards in 2016. They recently announced they 
will now allow payments to be made with mobile 
phones through Apple Pay and Google Pay.  To ensure 
parity amongst mobile payment platforms this service 
should be extended to Samsung Pay, which will 
achieve 100% market coverage during 2019.  This is 
important is Government is to facilitate ecommerce 
and consumer choice.

Samsung Pay
Samsung Pay is a mobile payment and digital wallet service 
that lets users make payments using compatible phones and 
other Samsung-produced devices. Samsung Pay will achieve 
100% market coverage during 2019. We are working with all 
UK banks and Fintechs to achieve Samsung Pay acceptance.

The same fraud protection banks give your credit and debit 
cards carries over to Samsung Pay. Every transaction is 
authenticated by intelligence scan, iris scan, fingerprint  
or PIN number. If your phone is lost or stolen, you can  
remotely lock or erase your Samsung Pay account with  
Find My Mobile.  To ensure data security tokenisation is 
used, creating a unique randomised set of numbers to  
be used at each new transaction, so your real card  
number is never used from your phone. In addition, 
Samsung Pay offers an extra layer of defence through  
our Samsung Knox technology.  

 Samsung’s cutting-edge technology is transforming 
the way people handle their finances. It enables faster, 
easier and more satisfying customer experiences, 
allowing people to better manage their day-to-day lives, 
whilst also helping financial advisers to optimise their 
working practices.  In the UK, we work with three of the 
four major banks.

Banks are starting to harness technology to the benefit 
of their customers and employees and the tech sector 
has a crucial role to play in ensuring public confidence 
and trust in new technologies. This is why we put the 
customer experience at the heart of everything we do. 

Staying secure against future threats

In an increasingly connected world, security and privacy are 
of paramount concern. This is no more important than with 
banking, where the most sensitive financial information is at 
stake. Banks must therefore demonstrate they are committed 
to ensuring the connected experience is as safe as it is 
convenient. According to Accenture’s 2017 Banking Report, 
the biggest driver of loyalty for banking customers is the 
ability to trust their bank in protecting their personal data. 

Samsung puts cybersecurity at the forefront of its operations. 
It has developed the market-leading Knox platform, which 
is built into Samsung devices to protect against intrusion, 
malware and more malicious threats. KNOX is a defence-grade 
security technology which ensures devices are protected end-
to-end, thereby securing devices through protections built 
in at the hardware level. It has successfully met the rigorous 
security requirements set by several national governments, 
the UK’s National Cyber Security Centre as well as major 
businesses.  We have also launched the Samsung Pass iris 
scanner with UK banks, as well as fingerprint scanning, which 
brings a higher level of security from biometric authentication.  

Customers will continue to expect the convenience, speed 
and personalisation they get from online retail and digital 
entertainment to extend to their financial experience.  
As the global leader in consumer electronics across a variety 
of categories, Samsung is uniquely positioned to make the 
connected life a reality for consumers when they bank.

Real-time financial advice 

There is also increasing expectation that financial 
service advisers need to be available to their customers 
24/7 from anywhere in the world, on any network, and 
via any device. 

Samsung is simplifying lives and pioneering solutions 
to the changing demands of modern working practices, 
allowing workers to achieve more whether at home, 
work, or on the go. For example, by synchronizing 
content across a business tablet, smartphone and 
a wearable device like a smartwatch, the broker can 
receive notifications, alerts or texts no matter where 
they are or what they are doing. This means they can 
react to market developments in real time.

So how will the bank of the future be different from the bank of today? 
The answer lies with adoption and implementation of innovative 
technologies to improve customer experience.

Reinventing the bank branch

Although online and mobile banking has increased 
dramatically, banks are unlikely to disappear entirely 
from the High Street. But the rise of digital banking 
does create pressure for bank branches to rethink their 
relevance in a mobile world. 

Banks face a challenge of how to fuse their desire to 
have consumers banking in Apps on smartphones with 
the need to meet increasing customer expectations in 
branches for more considered transactions and advice.  
Customers expect a digital financial experience that 
matches their digital retail experience: customised, 
immediate and visually stunning. 

Samsung is helping turn this into a reality, transforming 
banks into state-of-art facilities by creating smart 
digital displays and video walls to deliver dynamic 
content, with bank staff using wearables to help 
manage customers.  We are partnering with the banks 
to leverage that same mobile technology in branch  
to provide faster and tailored customer service, 
giving the staff the tools to deal with customers 
more effectively and efficiently when they walk into 
a branch. These details are transforming the trip to 
the bank, from a sometimes frustrating and time-
consuming chore, into an enjoyable and more efficient 
experience which allows customers to spend time on 
the things that really matter.
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Charles Darwin famously remarked that it wasn’t the 
strongest or most intelligent species that survive.

“It is the one that is most adaptable to change.”

The same principle is true for businesses in this 
era of rapid technological change.

Just as major retailers are having to adapt to 
consumer demand for better and faster online 
shopping experiences, the shift from physical 
to digital interaction is the biggest strategic 
challenge facing our banks.

Industry changes include Open Banking, neo-
challenger banks and non-traditional financial 
institutions competing and collaborating to 
serve customers. We are also seeing significant 
changes in computing capability associated with 
cloud computing and agile delivery. 

No bank can afford to stand still. Technology 
investment in new and more mature strategic 
platforms is enhancing our capability but we 
are also updating existing channels via smaller 
changes that deliver value to our customers in 
shorter timescales while reducing the risk to 
those customers.

A total of six million customers use NatWest’s 
award-winning mobile app - giving them access 
to banking 24 hours a day, 365 days a year. This 
sort of access was unheard of not so long ago but 
as the technology evolves and new ideas emerge 
not just in banking, NatWest is working hard to 
ensure customers get the services they want and 
are used to. This means services that are simpler, 
safer and more intuitive.

As a result, NatWest has constantly made 
improvements to the app to include features such 
as Face ID which allows customers, who have 
the technology enabled, to login securely just by 
looking at their phone. Soon that will become the 
norm and we will need to move on from there to 
include new features.

Using the latest in artificial intelligence, we have 
developed Cora, a web based chatbot that can 
answer 200 basic customer queries in a matter of 
seconds. This is a first for banking in this country 
and since its launch in 2017, it has been hugely 
successful - holding over 500,000 customer 
conversations a month and freeing up staff to 
deal with more complex queries. 

Meet Cora, NatWest’s digital assistant who never sleeps 
Cora is available for customers 24/7 –  
dealing with questions or addressing their 
banking needs in no time at all. 

You’ll find Cora in the ‘Need help?’ pop up on  
the right-hand side of our NatWest, Royal Bank  
of Scotland and Ulster Bank webpages and in the 
‘Help’ section of the mobile apps.

Cora is trained to answer more than 200 questions 
with more than 1,000 answers for NatWest, Royal 
Bank of Scotland and Ulster Bank customers.

If Cora cannot help with a query, she effortlessly 
hands it over to a Webchat agent or, if a customer 
needs to speak to a member of staff on a specific 
issue, she gives them the right number to contact.

By using Cora, customers avoid the hassle of waiting 
in a queue before their question is answered – 
getting a response within a matter of seconds.

By addressing basic banking queries, Cora enables 
our customer contact staff to tackle more complex 
issues and have more rewarding conversations  
with customers.

But the innovation does not end there.

We are currently trailing our Cora Avatar – a ‘digital 
human’ that people can see and verbally speak with 
through their computer about basic banking queries. 

It’s still only in pilot phase but we’re excited about 
how the technology could be used to make banking 
simpler, faster and more pleasurable.

This use of AI is a great example of banks working 
to use the latest technology to help customers, 
but we can’t do this on our own. 

We need to work with Governments, 
politicians, regulators and the tech industry 
across the world to provide customers with 
what they want. 

As digital services evolve, NatWest and the Royal 
Bank of Scotland have partnered with FinTechs in 
Silicon Valley, Israel and the UK, in pursuit of more 
innovation. The bank has staff based permanently 
in Silicon Valley to seek out and develop the very 
latest services. 

We are working with organisations in the UK and 
have opened a data innovation research unit at 
Edinburgh University to stimulate ideas that will 
develop new products and services. Bank staff 
at the centre are working with key players from 
other industries, academia and the public sector 
in Edinburgh’s data science community.

Many of the ideas that have surfaced from our work 
with entrepreneurs have focused on how we can 
enhance the customer experience. The biometric 
security measures we have introduced on our apps 
have emerged out of these collaborations and they 
are keeping our private and business customers’ 
finances safer and more secure. 

In one case recently, a fraudster was caught using 
a customer’s account after he began using the 
mouse wheel - something the customer never 
does. This stopped a fraud of over £1m.

The benefit of that collaboration can also be seen 
through the emergence of Esme Loans, a digital 
lending platform that allows small and medium 
sized businesses to quickly obtain unsecured 
loans of up to £150,000, with a decision being 
made in hours rather than days and funds being 
paid much faster than before.

We are also developing a digital-only retail bank, 
Bó which will help customers spend smarter, save 
more and manage their money better. 

Harnessing online technology, NatWest has 
introduced paperless mortgages – a UK banking 
first.  This is simpler and quicker for customers 
and is better for the environment, helping cut 
down costs.

Through our NatWest Invest service, we 
became the first high street bank to offer online 
automated investment advice to customers.

As the economy responds to rapid advances in 
technology, the only certainty is that changes to 
the way people bank will be a constant.

Banks will need to think and work differently, 
quickly and at pace as they engage customers – 
harnessing new technologies to develop better 
propositions.  

As we improve the way we interact with 
customers, the big challenge for the sector 
and for politicians as we shape that change 
will be to ensure that no-one is left behind.  

Technology brings challenges,  
but it also brings opportunity

The scale and pace of change is like 
nothing we have seen before but while 
technology brings challenges, it also 
brings opportunity.

Kevin Hanley Director of Innovation at NatWest
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Lord Holmes of Richmond MBE

Chris is a passionate advocate for the potential of technology and the benefits  
of diversity and inclusion. 

Chris is a member of the House of Lords Select Committee on Democracy and Digital 
Technologies and has previously sat on committees looking at: Intergenerational 
Fairness [2019], Artificial Intelligence [2018], Financial Exclusion [2017], Social Mobility 
[2016] and Digital Skills [2015] He is co-chair of Parliamentary Groups on Assistive 
Technology,  FinTech, Blockchain and the 4th Industrial Revolution and has published 
a report; “Distributed Ledger Technologies for Public Good: leadership, collaboration 
and innovation” calling on the Government to look at the challenges and opportunities 
of this technology for improving public services.

www.chrisholmes.co.uk    @LordCHolmes

Opportunities to shake up a 400-year-old industry like 
banking don’t come along very often. But the dawn of 
FinTech holds out the prospect of doing just that.

 
 
More than 1.7 million people in the UK do not 
have a bank account and 40% of the working-age 
population has less than £100 in savings. Disabled 
people are often excluded from financial services by 
poor communication and procedures.

FinTech undoubtedly offers a real opportunity to address 
this and other major societal challenges by combining 
approaches to technology and data. The opportunity is 
immense but by no means an inevitability.

Open Banking has been a great start. It is forcing banks 
to make customers’ transaction data safely and securely 
available to FinTech companies so that they can provide 
new, better and cheaper services. It is early days, but 
the results are encouraging. It is a first step on the road 
towards an Open Data economy where multiple data 
sets can be shared between providers and mashed 
together to provide a wide array of commercial and 
public services we probably haven’t even thought of yet.

Close and continuous attention is needed from 
Government and industry if we are to reap the full 
benefits. This is why I am currently chairing a series of 
roundtables in the House of Lords to explore the capacity 
for new technologies to tackle the root causes of financial 
exclusion in markets for banking, credit, payments and 
insurance. Last month we looked at Digital ID as a route 
to inclusion, while our next gathering will look at FinTech 
and Britain’s welfare system.

What is abundantly clear from these discussions is that 
we, the legislators and the policy experts, must take 
an active role in understanding the challenges and 
opportunities before us. The sector needs oversight 
and thoughtful regulation and we must retain  
a ruthless focus on the enabling, inclusive possibilities. 

How can we ensure 
FinTech leads to greater 
financial inclusion?

Policymakers must embrace the opportunity 
to reshape supply in the interests of those 
consumers who, traditionally, have been 
less well served by mainstream banks,  
if they have been served at all. 
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Banks could have been forgiven, for a time, for 
thinking their sector would be less ruffled by 
the kinds of technological changes that swept 
other industries in the last decade. Where Uber, 
Airbnb and Spotify have revolutionised how their 
respective industries operate, banking is a sector 
that proved slower to change. Of course, being 
risk-averse when dealing with peoples’ money is 
no bad thing and banks’ customers, regulators and 
shareholders would expect a prudent approach.

Nonetheless, the winds of change are reaching 
financial services. 

 
Credit must go to governments around the 
world for introducing Open Banking standards 
and regulations that have enabled consumers 
to start enjoying digital banking solutions fit for 
the 21st century. Not only that, Open Banking is 
also levelling the playing field for new entrants, 
providing an integrated experience that cuts 
across value chains beyond financial system 
boundaries, and unlocking new sources of 
revenue for institutions.

Beyond Open Banking, financial service 
institutions of all vintages are more actively 
embracing new technologies and the tangible 
business benefits they can provide.

Open banking creates 
opportunities for digital 
transformation in 
financial services

In the last decade, global financial institutions 
have had to pay out $26 billion in fines for non-
compliance with anti-money laundering and other 
regulations. As banks face a future of intensifying 
regulatory requirements and scrutiny, changing 
customer expectations, and new, emerging 
types of fraud, the potential benefits of applying 
machine learning become quickly apparent.

Spotting red flags, crime and suspicious activity 
are all tasks ideally suited to artificial intelligence 
and leading financial institutions such as Lloyds 
Bank, TSB and The Co-operative Bank are already 
leading the way.

Leveraging this technology can boost delivery 
standards by improving both speed and quality, 
while reducing cost and freeing workers up to 
focus on value-creating activity, rather than 
processing high volumes of data.

Beyond improving compliance and tackling 
fraud, artificial intelligence and machine learning 
promise to improve customer service. Using 
anonymised data and macro trends, banks 
will be able to offer bespoke financial advice 
to customers, help people to budget more 
effectively, assess loan applications fairly and 
target appropriate interventions where they spot 
potentially harmful spending patterns.

Banks need to be planning and undertaking work 
today to prepare for this future. Effective artificial 
intelligence requires reams of data and scenarios 
to learn from, and models to be built, calibrated 
and validated. 

All of this, of course, also raises questions 
about customers’ privacy, their right to know 
when they are interacting with machines rather 
than people, and the need to define to what 
extent algorithms alone can be allowed to make 
decisions affecting lives. These concerns cut 
across sectors but are particularly acute when  
it comes to financial services. 

In common with the rest of the economy,  
a key challenge that lies ahead for businesses, 
governments and regulators will be in finding 
the balance between realising the potential 
benefits of the Fourth Industrial Revolution while 
protecting individuals and growing rather than 
destroying jobs.

The collaboration between these parties in the 
financial services sector on Open Banking serves 
as a promising blueprint for finding a way forward.
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The Fourth Industrial Revolution – what we at TCS call Business 4.0 
– is having a profound effect on banking. The forces of automation, 
cloud computing, intelligent processes and an agile way of working are 
transforming the industry and improving outcomes for customers. 

With over a million people employed by the 
sector in the UK, the industry also needs to be 
thinking collectively about the skills that will 
be needed and how to deliver the training and 
upskilling needed for workers whose jobs will be 
done more effectively by machines in the future.

24 25



About the APPG
As technologies like artificial intelligence, the internet 
of things, robotics and process automation, additive 
manufacturing, augmented and virtual reality, social media, 
and other emerging innovations continue to converge, our 
economy and society will become highly networked and 
increasingly dependent on data.

The All-Party Parliamentary Group on the Fourth Industrial 
Revolution was launched to encourage pro-active 
engagement with the policy implications of new and 
emerging technologies, and to raise awareness of the 
corresponding challenges and opportunities for Britain’s 
economy and society.

Founded in 2017 by Alan Mak MP, it is now one of the 
fastest growing and most active All-Party Groups in 
Parliament. The group exists to bring together Government, 
parliamentarians, academia, the private sector, and other 
stakeholders to consider how technological advancement 
is changing our economy and society, and how political and 
business leaders can and should respond. 

The group also seeks to build a large non-parliamentary 
community of business leaders, academics, and other 
individuals interested in technology policy, to connect 
politicians and advisors in Westminster with industry and 
academic expertise around the country.

The APPG will continue to reinforce the message that Britain 
has a once-in-a-generation opportunity to harness emerging 
technologies to boost economic growth and raise living 
standards, and that this should be a priority for policymakers. 

Sponsors

APPGs are informal cross-party groups that have no official status within 
Parliament. They are run by and for Members of the House of Commons and 

House of Lords and receive no funding from the taxpayer.

We can only exist thanks to the sponsorship partners that support our work.

Officers
Alan Mak MP (Founder & Chairman)

Peter Kyle MP (Vice-Chairman)

Nigel Huddleston MP

Kevin Hollinrake MP

Stephen Kinnock MP

Wes Streeting MP

Lord Holmes

Lord Willetts

You can find out more about the APPG 
on our website www.appg-4ir.org  
or on twitter: @4IR_APPG
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All Party Parliamentary Group on the Fourth Industrial Revolution  
Founder & Chairman: Alan Mak MP 
www.appg-4ir.org          @4IR_APPG

Sponsors

HEX

RGB 255 199 8
CMYK 0 20 100 0

#FFC708 HEX

RGB 240 87 49
CMYK 0 80 90 0

#F05731

238 57 132
0 90 15 0
#EE3984HEX

RGB
CMYK

HEX

RGB 188 43 127
CMYK 25 95 15 0

#BC2B7F

120 0 218
70 80 0 0
#7800DAHEX

RGB
CMYK

HEX

RGB 99 194 157
CMYK 60 0 50 0

#2EEDB4 HEX

RGB 0 151 214
CMYK 80 25 0 0

#200ABDE

TCS 50 Identity  I  Horizontal TCS Design Services  I  Pune

29 June 2018

Identity Clearspace -Safe/ Exclusion Zone

Colour palette

Colour Rationale

Experience energy

x

x

0.5x

x x x

x

x

Experience energy

Experience energy

Experience energy

Experience energy

Experience energy

Experience energy


